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AHOTAIIA

AKTyanbpHICTh POOOTH. Y CyYacCHHUX €JIEKTPOHHUX KOMYHIKAIIMHUX Mepekax
3a0€3Me4eHHs] BIJAJICHOTO JOCTYMY JI0 MEpEXEBOro OOJagHAHHS € KIIOYOBUM
aCIeKTOM aJMIHICTPYBaHHS, TEXHIYHOI MIATPUMKHU Ta ONEPATUBHOIO YIPABIIIHHS.
Buxopucranns npotokoniB Telnet i SSH no3Bonsie anmiHicTparopam 3A1HMCHIOBATH
KEepyBaHHS IPUCTPOSAMHU 3 Oy/Ib-SKOI TOUKH MEPEXi. 3 OTJIsiy Ha 3pOCTarouy NoTpedy
B 3aXMUIEHUX 1 HAJIMHUX METOJax KepyBaHHS 1H(PACTPYKTYpOIO, IOCIIIKEHHS
nepeBar, HeJIOJIIKIB 1 0COOJIMBOCTEN BIPOBAKCHHS JAHUX MIPOTOKOJIIB € aKTYaJIbHUM
3aBJIaHHSIM.

Kiouosi cosa: BJIJTAJJEHUI JJOCTYII, TELNET, SSH, IIIUOPYBAHHS
RSA, EJIEKTPOHHI = KOMVHIKAIIMHI  MEPEXI,  VYIIPABJIIHHAI
OBJIAIHAHHAM, BE3IIEKA MEPEXI, KOH®IT'YPAIIISA OBJIAJHAHHA,
VTY, PACKET TRACER, SSH VERSION 2.

O6’eKTOM JOCHIIXKEHHSI € MPOLIECH KEPYBaHHS MEPEXKEBUM OOJaJHAHHIM Yy
€JIEKTPOHHUX KOMYHIKAIIMHUX MepexKax.

Meta poOOTH: JOCHIIKEHHS METOMAIB BiAJIAJIEHOr0 AOCTYIY 0 MEPEKEBOTO
oOnasHaHHs 3 BUKopucTaHHsIM mpoTokomiB Telnet 1 SSH, a Takox omiHUTH iX
e(eKTUBHICTD 1 OE3MEKYy.

CrpykTypa Ta 00csr podoTu: poOOTY BUKIIAIEHO HA 48 CTOPIHKAX IPYKOBAHOTO
TEKCTy, BOHa MICTUTH 21 pucyHok, 2 Tabnui, 22 kepena gitepatypu. Pobota
CKJIaJIa€ThCs 31 BCTYITY, TPhOX PO31IIB, BUCHOBKIB, ITEPEIiKy YMOBHUX MO3HAYCHH Ta
CIHICKY BUKOPUCTaHUX KEPEIL.

VY mepuioMy po3auli  PO3TISHYTO TEOPETHYHI OCHOBU (DYHKITIOHYBaHHS
EJIEKTPOHHUX KOMYHIKALIMHUX MEpeX, MOHSATTS BIJAAJIEHOTO JOCTYIY, a TaKOX
npuHIUnu podotu npotokoniB Telnet 1 SSH.

Hpyruii po3/iia MpUCBSIYEHO TPAKTUIHOMY JAOCTIHKEHHIO METO/IIB BiIaIEHOTO
JOCTYMY 3 BUKOPUCTaHHAM nporpamHoro cepenonuina Cisco Packet Tracer: onucano

IpolleC HalalNTyBaHHS, TECTyBaHHS, TMOPIBHAHHS Ta OIIIHKA €(QEKTUBHOCTI



peani3oBaHuX PILIEHb.

Y TperhoMy pO3AUTI MpOaHATI30BaHO MNHUTAaHHA O€3MeKW MpU OpraHizaiii
BIJIJAJICHOTO JOCTYIy, HaBEJEHO PEKOMEHJALli 100 3aXUCTy JOCTYIy, ayJUTy Ta
BIIPOBAKEHHsI O€3MeYHNX MPAKTUK KePYBaHHS 00JIaHAHHSIM.

MeTtonu [OCHIIPKEHHS: TEOPETUYHHM aHasli3, MaTeMaTUYHE MOJIENIOBaHHS,
EMITIPUYHE TECTYBAHHS.

PexoMenparii 111010 BUKOPUCTaHHS Ta pe3yJbTaTu BIPOBaKeHHs. Pe3ynbTatu
poboTH MOXYTb OyTH BHUKOPUCTAaHI JJisi MIATOTOBKM Ta  HaJallITyBaHHS
1H(paCTPYKTYpH B1JIaJIEHOTO KEpyBaHHA OOJaJHAHHIM y KOPIOPATUBHUX MEpPEXkKax.

[TinBumenns 6e3neku iHHOKOMYHIKAIINHOT 1HPpaCTPYKTYpH.



ABSTRACT

Relevance of the work. In modern electronic communication networks, ensuring
remote access to network equipment is a key aspect of administration, technical
support, and operational management. The use of Telnet and SSH protocols allows
administrators to manage devices from any point within the network. Given the
growing need for secure and reliable infrastructure management methods, studying the
advantages, disadvantages, and implementation specifics of these protocols is a
relevant task.

Keywords: REMOTE ACCESS, TELNET, SSH, RSA ENCRYPTION,
ELECTRONIC COMMUNICATION NETWORKS, DEVICE MANAGEMENT,
NETWORK SECURITY, DEVICE CONFIGURATION, VTY, PACKET TRACER,
SSH VERSION 2.

Object of the study is the process of managing network devices in electronic
communication networks.

The purpose of the research: is to investigate remote access methods to network
devices using Telnet and SSH protocols and to evaluate their efficiency and security.

Structure and scope of the work: the thesis is presented on 48 pages of printed
text, contains 21 figures, 2 tables, and 22 literary sources. The work consists of an
introduction, three chapters, conclusions, a list of abbreviations, and a list of references.

The first chapter reviews the theoretical foundations of electronic
communication networks, the concept of remote access, and the principles of Telnet
and SSH protocols.

The second chapter is devoted to the practical study of remote access methods
using the Cisco Packet Tracer simulation environment: it describes the configuration
process, testing, comparison, and evaluation of the implemented solutions’ efficiency.

The third chapter analyzes security issues in organizing remote access, provides
recommendations on access protection, auditing, and implementation of secure

equipment management practices.
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Research methods: theoretical analysis, mathematical modeling, empirical
testing.

Recommendations for use and implementation results. The results of this work
can be used for planning and configuring remote management infrastructure in
corporate networks. It contributes to improving the security of information and

communication infrastructure.



3MICT

[Tepenik yMOBHUX TTO3HAYCHb

Beryn

1 TeopeTuuHl OCHOBHM BiAJIAJIE€HOrO JOCTYIy 10 OOJagHaHHS €JIEKTPOHHHUX
KOMYHIKAIIITHUX MEpex

1.1 3aranpHa XapaKTepUCTUKA €IEKTPOHHUX KOMYHIKAUIHHUX MEPEX

1.2 IToHATTS Ta LIl BIAIAJIEHOTO JOCTYILY

1.3 3actocyBanns mpotokony Telnet nans ympaBiaiHHS —MepeKEeBUM
oOJaiHAHHIM

1.4. 3actocyBanns npotokoy SSH 1151 ynpaBiiHHS MEepeXeBUM 00J1aTHAHHIM
1.5. TlopiBHsIbHA XapaKTEPUCTUKA TPOTOKOIIB yIPABIIIHHS

2 TlpakTH4HE JOCIIKEHHS METOAIB BIAJAIEHOIO JOCTYITY

2.1 HanamryBanust mepexeBoro oonagHanus yepes Telnet

2.2 HanamrryBanHs BigjaineHoro noctyny uepe3 SSH

2.3 Pe3ynbpTaTu TECTYBAaHHS BIJAAIIEHOTO JOCTYITY

2.4. Anani3 e(heKTUBHOCTI Ta O€3IEeKH peai30BaHUX METO 1B

3 [Ipobmemu OGe3nexu Ta MpaKTHIHI pEKOMEH Al

3.1 3arpo3u, moB’A3aHi 3 BiAJIaJICHUM JOCTYIOM

3.2 3axuct gocryny: mudpyBaHHs, KOHTPOJIb JOCTYITY, AyJUT

3.3 PekomeHanii moa0 0e3ne4Horo BIpOBaHKEHHS B1IJAJIEHOrO JOCTYIY B
CJIEKTPOHHUX KOMYHIKallIMHUX Mepexax

BucHoBku

Cnucok BUKOPUCTaHUX JIKEpET

10

11
17
19

21
23
25
26
31
36
37
39
39
41

46
47



Beryn

Y cydacHOMy CBITI €JEKTPOHHI KOMYHIKAIiiiHI Mepexi € OCHOBOIO
(GyHKIIIOHYBaHHS TMPAKTUYHO BCIX 1HQoOpMarmiiHux cucreM. Bonu 3abe3neuyioTh
OOMIH JaHUMH, JOCTYIl JI0 PECYpCIB, AMCTAHIIIIHE KEpyBaHHA NPHUCTPOSIMU Ta
HIATPUMKY POOOTH KPUTUYHO BAXIIUBOI 1HGPACTPYKTYpH. 31 3pOCTaHHSIM MacmiTadiB
MEpeX Ta KIUIBKOCTI 3aJisiHOro OOJIaJlHaHHST BUHHMKA€E OO €KTMBHA TMOTpeda y
BIIPOBA/PKEHHI €(PEKTUBHUX 1 O€3MeYHMX METOMAIB BIAJAIEHOIO JOCTYyHy M0
MEPEKEBUX MPUCTPOIB.

Binnanene — agmiHICTpyBaHHS ~ JO3BOJIsIE  3a0€3MEUUTH  ONEpaTHUBHE
HAJAMITyBaHHS, MOHITOPUHT, YCYHEHHSI HECTIPABHOCTEN Ta OHOBIIEHHS KOH(ITypallii
0e3 ¢Gi3nyHOl MpHUCYTHOCTI O1ns obOnamHaHHs. Lle 0coOmMBO akTyallbHO B yMOBax
TEPUTOPIATBHO PO3NOAUIEHUX MEpexk a0d0 Mpu poOOTI B KPUTUYHUX CUCTEMAX, JIE€ Yac
pearyBaHHs € BHpilIaJbHUM (akTopoM. BoaHouac, HempaBuiIbHE HalallTyBaHHS
BIJIJIAJIEHOTO JIOCTYIYy MOE CTAaTH JKEPEJIOM CEepUO3HUX 1H(POpMAIlIHHUX 3arpo3s,
30KpeMa HECaHKI[IOHOBAHOTO JOCTYIy, MEpPEeXOIUICHHS JaHuxX abo MOpyIIeHHS
KOH(1ACHIIHHOCTI.

OpHuMU 3 HAWTIOMIMPEHIMUX 3ac00iB I peasizaiii BiIIajIeHoro JOCTYITy €
nporokonu Telnet i SSH. Skmio Telnet 3a6e3neuye 6a3oBuii TekcTOBUM 1HTEpPEiic 6e3
3axXUCTy AaHuX, To SSH BuUKOpUCTOBYe KpunTorpadiuHi MeToAu i 3a0e3MeueHHs
KOH(1IEHLIIHOCTI Ta LUIICHOCTI NepenaHoi iHgopmaiii. 3HAHHS HPUHLUIIB IX
po0OO0TH, 0COOIMBOCTEN HaNAIITYBaHHS Ta OE3MEKOBHX ACMEKTIB € HEOOXIIHUM IS
¢axiBuiB y cdepi TeIEKOMYHIKAIINA Ta KOMIT IOTEPHUX MEPEXK.

AKTyanbHICTh JTOCHIIPKEHHS TOJISTaE B HEOOX1THOCTI 3a0€3neYeHHs] HaiiHOTO
Ta OE3MEeYHOT0 MEXaHI3MY BIJJAJICHOTO YMPABIIHHSI MEPEKEBUM OOJaTHAHHSIM 3

ypaxyBaHHSIM Cy4aCHHUX KiOep3arpo3 Ta BUMOT 10 1HPOpMaIiiHOI Oe3MeKH.
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BMCHOBKHA

VY mporieci BUKOHaHHS 06akanaBpCchbKoi poOoTH OyJio 3A1MCHEHO TEOPETHYHE Ta
PAKTUYHE JOCIIKEHHS METO/I1B B1IJIaJIEHOTO JTOCTYITY JI0 MEPEXKEBOT0 00JIaIHAHHS,
30Kpema 3a 10noMororo rmporokoiis Telnet Ta SSH.

Bigmanenuit 10CTynn € KPUTHYHO BaKJIMBOKO CKJIAJIOBOIO aJMIHICTPYyBaHHS
€JIEKTPOHHUX KOMYHIKaLIMHUX MEpex, aJpkKe JT03BOJIsE 3A1MCHIOBATH KOHQITypalito,
MOHITOPUHI Ta YCYHEHHA HeclpaBHOCTEl 0e3 (i3uyHOi MNPUCYTHOCTI OUIA
oOJyaTHaHHS.

VY  TeopernuHid YacTuHI OyJlO PO3MIIAHYTO OCOOJMBOCTI apXITEKTYpHU
CJIEKTPOHHUX KOMYHIKAIlIMHUX MEpPEX, MPUHIMNK (DYHKIIIOHYBaHHS MPOTOKOJIB
BIJITAJICHOTO JTIOCTYITY Ta 3arpO3H, K1 BUHUKAIOTH I1]] 4aC X BUKOPUCTAHHS.

[Iporokon Telnet 3abe3medye 06a30BYy (YHKIIOHATBHICTH ISl BiTaIEHOTO
KepyBaHHS, OJHAaK Ma€ CEpHO3HI HENOJIKH, 30KpeMma BIJACYTHICTh IHGPyBaHHS
nepelaHux JaHuX, 0 poOUTh HOro Bpa3jiuBUM J0 aTak TUIly “man-in-the-middle” ta
NePEXOIUICHHS 00JIIKOBUX JaHUX.

[Iporokon SSH € 3HayHO O€3MEYHINIMM PIMICHHSM 3aBJSKH BUKOPHUCTAHHIO
mppyBaHHs, aBTeHTH(IKALIl Ta KOHTPOIIO IiTicHOCTI JaHuX. Moro 3acrocyBaHHs
3HAYHO 3HIKYE PU3UKU KOMIIpOMeTaIlii iHdopmariii mij 9ac BiA1ajJIeHOTO TOCTYILY.

Y pobGotri Takox OyJi0o MpoaHaTI30BaHO TMOTEHIIIMHI 3arpo3u, IOB’s3aHl 3
BUKOPUCTAaHHSAM BIJJIaJIEHOTO JOCTYMy, Ta 3alpOIIOHOBAHO KOMIUIEKCHI 3aXO0JH
3aXHCTY: 3aCTOCYBaHHsA IMUQPYBaHHS, KOHTPOJb Jjoctyny 1m0 VTY-miHil,
KypHatoBaHHs Aii, BukopuctanHs ACL, TaiiM-ayTiB ceciii, OHOBJIEHHS MPOIIMBOK, a
TaKOX HaBYaHHS NIEPCOHATTY.

Takum YMHOM, pe3ynbTaTH AOCTIKEHHS MIATBEP/KYIOTh, IO Oe3reyHe
BIIPOBAJI>)KEHHSI B1JIJIaJIEHOTO JIOCTYIY 10 OOJIaJHAHHS €JIEKTPOHHUX KOMYHIKaIITHUX
MEpPEX MOKIIUBE JIMIIE 3a YMOBH BUKOPUCTAHHS 3aXHINEHUX MPOTOKOJIB, TAKUX SK

SSH, Ta noTprmMaHHs Cy4yacHUX BUMOT J10 iHPOpMAILiitHOT Oe3neKu.
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