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AHOTALIS

AkTyanbHicTb podoru. CTpiMKE 3pOCTaHHS KUIBKOCTI KiOep3arpo3 Ta
YCKIIQAHEHHSI MEPEKEBHUX aTaK 3yMOBIIOIOTh HEOOXIIHICTh MIJBUIIECHHS PIBHS 3aXUCTY
JIOKaJIbHUX KOMIT FOTepHUX Mepek. CydacHi oprasizaiii jaenaini OuTbIne 3aiexaTh Bl
cTabUIbHOI Ta O6e3ne4Hoi poOOTH 1H(OPMAIITHUX CHCTEM, TOMY IHTAHHS CBOEYACHOTO
BUSIBJICHHSI Ta 3aro0Oirands kibepatakam HaOyBae 0coOMMBOiI akTyanbHOCTI. HaitOinbim
nomupeHuMu € araku tunmy DoS/DDoS Tta piznomanitHi flood-aTtaku, siki 31aTHi
NPU3BOJUTH /10 MOPYLIEHHS JOCTYIHOCTI CEpPBICIB 1 BTpaTH JaHUX. Y 3B’SI3KYy 3 UM
JTOCITIDKCHHST METOJIB JIETEKIli aTak Ta MPaKTUYHOI pealii3allii CUCTEM BUSBIICHHS
BTOPTHEHb Y JIOKAJTHHUX MEPEKaX € BAXKIIMBUM 3aBJIAHHSM.

Kuarouogi ciioBa: xibepOesneka, IDS, kibepataku, tokainbHi Mepexi, DoS, DDoS,
flood-araku, mepexxeBuii Tpadik, BUSBIECHHS BTOPTHEHbD.

OO0’eKkT MOCJHiIKeHHS: TPOLIECH BUSBJICHHS Ta 3amoOiraHHs KiOepaTakam Yy
JIOKAJIBbHUX KOMIT FOTEPHUX MepexKax.

Mera poOoTH: mpoiiecH BHUSABJIEHHS Ta 3amoOiraHHs KidepaTakaM y JOKaJIbHUX
KOMIIT' FOTEPHUX MEpEexkKax.

CrpykTypa Ta o0csir po6oTu: poOOTa BHUKJIAQJCHA y BUIJISIAI MOSICHIOBAJIBHOI
3alMCKU Ta CKJIAJAEThCSA 31 BCTYIY, TPbOX PO3JLIIB, BUCHOBKIB, MEPEIIKY YMOBHHX
MO3HAYEHb 1 CIMCKY BUKOPHUCTAHHMX JpKepen. Y poboti HaBeaeHo 24 pucyHKiB, 17
Tabnuib Ta 22 JpKeperna JITepaTrypH, IO BigoOpaXaroTh pe3yJbTaTH TEOPETHUYHHUX 1
MPaKTUYHUX JOCIIIIKEHb.

VY nepuomMy po3aiji po3riasHyTO TEOPETUYHI OCHOBH KiOepaTak, iX Kiacudikaiiito,
a TaKOXX OCHOBH1 METOJIM Ta 3aCO0M BUSBIICHHSI MEPEKEBUX BTOPTHEHb.

VY npyromy po3aiji npoaHaiaizoBaHO METOAM BUSIBJICHHS MEPEXKEBOI TOMOJIOTI Ta
3aco0M ix peaizanii, MO € HEOOXIJHOI CKIIAJOBOIO IS KOPEKTHOI poOOTH CHUCTEM
JETEKIII aTak.

Y TperboMy po3aiJi BUKOHAHO NPOEKTYBAHHS Ta peanizaiito cucremu IDS y
BIpTyaJIbHOMY Ta PEaJbHOMY CEpPEAOBHILI, MPOBEAECHO EKCIIEPUMEHTAIbHI TOCIIIKEHHS
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il epeKTUBHOCTI Ta MpOaHaIi30BaHO OTPUMAaHI pe3yJIbTaTH.

Metoam aoc/iaKeHHsi: BUKOHAHO NPOEKTYBAaHHS Ta peanizaiito cucremu IDS y
BIPTyaJIbHOMY Ta PEaJIbHOMY CEpPEIOBHIIIL, POBEECHO €KCIIEPUMEHTAIbHI TOCIIIKEHHS
il epeKTUBHOCTI Ta MpOaHaIi30BaHO OTPUMaHI pe3yJIbTaTH.

Pexomenaanii 11010 BUKOPUCTAHHS Ta Pe3y/JbTATH BIPOBazKeHHs. OTpuMaHi
pe3yiabTaTH MOXYTh OyTH BUKOPUCTAHI Mij Yac MPOEKTYBAHHS Ta €KCILTyaTallii CUCTEM
3aXUCTy JIOKAJIbHUX KOMIT IOTEPHUX MEPEX, & TAKOXK y HaBYAJIBHOMY HpOLECI MpHU

MiAroToBIl (haxiBIB y ramxy3i KioepOe3neku Ta KOMIT FOTEPHUX MEPEK.



ABSTRACT

Relevance of the work. The rapid growth in the number of cyber threats and the
increasing complexity of network attacks necessitate a higher level of protection for local
computer networks. Modern organizations are increasingly dependent on the stable and
secure operation of information systems; therefore, timely detection and prevention of
cyberattacks is of particular importance. The most common threats include DoS/DDoS
attacks and various flood attacks, which can lead to service unavailability and data loss.
In this context, the study of attack detection methods and the practical implementation of
intrusion detection systems in local networks is an important task.

Keywords: cybersecurity, IDS, cyberattacks, local networks, DoS, DDoS, flood
attacks, network traffic, intrusion detection.

Object of the processes of detection and prevention of cyberattacks in local
computer networks.

The purpose of the research: processes of detection and prevention of
cyberattacks in local computer networks.

Structure and scope of the work the thesis is presented in the form of an
explanatory report and consists of an introduction, three chapters, conclusions, a list of
abbreviations, and a list of references. The work contains 24 figures, 17 tables, and 22
literature sources reflecting the results of theoretical and practical research.

The first chapter considers the theoretical foundations of cyberattacks, their
classification, as well as the main methods and tools for detecting network intrusions.

The second chapter analyzes methods for detecting network topology and the tools
for their implementation, which are a necessary component for the correct operation of
attack detection systems.

The third chapter presents the design and implementation of an IDS in virtual and
real environments, experimental studies of its effectiveness, and an analysis of the
obtained results.

Research methods: design and implementation of an IDS in virtual and real



environments, experimental evaluation of its effectiveness, and analysis of the obtained
results.

Recommendations for use and implementation results. The obtained results can
be used in the design and operation of protection systems for local computer networks, as
well as in the educational process for training specialists in the fields of cybersecurity and

computer networks.
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