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AHOTALILS

Jlana kBamidikamiiiHa po0GoTa BKIOYae B cebe 12 craiimiB mpe3eHTarlii,
119 apkyuriB mosicHIOBanbHOI 3anmucku (opmary A4, mo BKIOYae 25 PHUCYHKIB,
19 tabnuup, 78 niTepaTypHHX JKEpel.

Kmowosi cnosa: INNAIIPUEMCTBA 3AJIIBHUYHOI'O TPAHCIIOPTY,
[TU®POBA CTIMKICTbD, KIBEP3AT'PO3U, KYJIbTYPA KIBEPTITIEHM.

OG’exTOM JOCHIDKCHHS € Tmpoliec 3abe3reueHHs IU@POBOi  CTIMKOCTI
MiAIPUEMCTB IPOMHCIOBOTO 3aIi3HUYHOTO TPAHCIIOPTY.

MeToto JOCTIIKCHHS € YIOCKOHATICHHS TEOPETHIHNX aCIeKTiB i pPO3POOICHHS
NPAaKTHYHAX PEKOMEHZALIH mog0 (QopMyBaHHS LHQPPOBOI CTIMKOCTI MiJIPHEMCTB
IIPOMICIIOBOTO 3aJli3HHYHOTO TPAHCIIOPTY B yMOBAaX KiOep3arpos.

v KBaJIl(l)lKaLIII/IHII/I poOOTI pO3p00JICHO KOHIIEMIN0 3a0e3nedeHHs Mu¢pPoBOi
CTIMKOCTI MIANPUEMCTB, IO PO3KPUBAE TPUHIIMIM, HANPSIMH, 3aBJaHHS Ta
IHCTPYMEHTH, SIK1 JI03BOJISIIOTH 1HTErpPyBaTU LU(PPOBI TEXHOJOri y O13HEC-TIPOLIECH,
dbopMmyBaTH THYYKI YNpaBIIHCBKI CTparerii, 3a0e3medyBatu KibepOe3neky Ta
epeKTHBHE BUKOPUCTAaHHS IHQOPMALIIHIX PeCypCiB.

Po3pobnieno crpaterito 3abe3nedyeHHsT HUPPOBOI CTIMKOCTI MIANPUEMCTBA
IIPOMHCIIOBOTO 3aTI3HUYHOTO TPAHCIIOPTY 1 OOTPYHTOBAHO JOLUIBHICTH BIPOBAHKEHHS
1U(POBOroO 3aCTOCYHKY (pOPMYBaHHs Ta MIATPUMKH KyJIBTyPH KIOpririeHN.

PesynbTaTamMmu poboTH € p03po6neHHﬂ Ta OOIPYHTYBaHHS IHﬂXOﬂHB 10
3a0e3nedeHHss U@POBOI CTIUKOCTI MiAMPUEMCTB TMPOMHCIIOBOTO 3aJII3HUYHOTO
TpaHCTOpTy 1 (OPMYBaHHS TPAKTUYHUX TMPOTO3UINNA OO0 BIPOBAIKCHHS
M (POBOT0 3aCTOCYHKY (POPMYBaHHS Ta MIATPUMKHU KYJIbTYpH KiOEpriri€eHH.

ABSTRACT

This qualification work includes 12 presentation slides, 119 pages of explanatory
notes in A4 format, including 25 figures, 19 tables, 78 literary sources.

Keywords: RAILWAY  TRANSPORT ENTERPRISES, DIGITAL
RESILIENCE, CYBER THREATS, CYBER HYGIENE CULTURE.

The object of the study is the process of ensuring the digital resilience of
industrial railway transport enterprises.

The purpose of the study is to improve theoretical aspects and develop practical
recommendations for the formation of digital resilience of industrial railway transport
enterprises in the face of cyber threats.

The qualification work has developed a concept for ensuring the digital resilience
of enterprises, which reveals the principles, directions, tasks and tools that allow
integrating digital technologies into business processes, forming flexible management
strategies, ensuring cybersecurity and effective use of information resources.

A strategy for ensuring the digital resilience of industrial railway transport
enterprises has been developed and the feasibility of implementing a digital application
for the formation and support of a cyber hygiene culture has been substantiated.

The results of the work are the development and justification of approaches to
ensuring the digital sustainability of industrial railway transport enterprises and the
formation of practical proposals for the implementation of a digital application for the
formation and support of a culture of cyber hygiene.
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