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OPTIMIZING INFORMATION SECURITY IN ULTRA-
WIDEBAND MOBILE NETWORKS: QoS AND COST-
EFFICIENCY MODELING

Dr. Sc. (Eng.), Prof. K.A. Trubchaninova, Postgraduate Student
L.V. Holeichuk, Ukrainian State University of Railway Transport, Kharkiv

Ultra-wideband (UWB) networks are widely wused in modern
telecommunications systems for the Internet of Things (IoT), medical sensor
systems, transport and industry. Their high transmission speeds, low energy
consumption and resistance to interference make them promising, but limited
computing resources make it difficult to ensure information security without
compromising quality of service (QoS).

This paper analyses methods of physical layer protection (such as chaotic
modulation coding, scramblers and pseudorandom sequences) and lightweight
cryptographic algorithms, which are designed for low-performance devices. It has
been determined that implementing such security measures affects key QoS
parameters, such as delay, throughput, and packet loss probability.

To address this issue, the paper proposes an approach to adaptive protection
level control based on the type of traffic and threat level. Control packets can be
processed at minimal cost while ensuring maximum protection for personal data.
Mathematical modelling of such scenarios enables us to evaluate the balance
between QoS, security levels, and economic costs.

Additionally, an economic efficiency model has been developed that
considers reduced energy consumption of devices, lower maintenance costs and
the elimination of the need for expensive hardware. This provides an optimal
quality/cost ratio for the large-scale deployment of UWB systems.

References: 1. Serkov A., Kasilov O., Lazurenko B., Pevnev V., Trubchaninova K. Strategy of
building a wireless mobile communication system in the conditions of electronic counteraction
Radioelectronic and Computer Systems, 2023, 2023(2), pp. 160-170. 2. Mohammed T., Albeshri A.,
Katib I., Mehmood R. UbiPriSEQ - Deep Reinforcement Leaming to Manage Privacy, Security,
Energy, and QoS in 5G IoT HetNets, 2020, 10 (20), 7120. 3. Jon Metzler. Security Implications of 5G
Networks. UC Berkeley Center for Long-Term Cybersecurity, 2020, 38 p. 4. Dzheniuk N., Yevseiev
S., Lazurenko B., Serkov O., Kasilov,0. A method of protecting information in cyber-physical space.
Advanced Information Systems, 2023,7(4), pp. 80-85. 5. Beshley M, Kryvinska N, Beshley H. Quality
of Service Management Method in a Heterogeneous Wireless Network Using Big Data Technology
and Mobile QoE Application. Simulation Modelling Practice and Theory. 2023.102771.
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